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Please remember one thing
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Let’s learn the basics of the WordPress

H  I  T  M  A  N  A  L  H  A  R  B  I



WHAT IS WORDPRESS?
General information about WordPress
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Wordpress is a free and open-source content management 
system (CMS) written in PHP and paired with MySQL

and 40% of the web is built on Wordpress

W H A T  I S  W O R D P R E S S ?
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Source:  w3techs.com

W H A T  I S  W O R D P R E S S ?
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WORDPRESS architecture
Let’s look to the WordPress architecture
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W O R D P R E S S  A R C H I T E C T U R E

H  I  T  M  A  N  A  L  H  A  R  B  I

WP-ADMIN
Admin files and 

ajax file …

WP-INCLUDES
Included files in 

the core …

WP-CONTENT
Plugins, themes and 

uploads …

CORE FILES
index.php wp-login.php wp-register.php …



WHAT IS PLUGIN IN WORDPRESS?
General information about WordPress plugins

H  I  T  M  A  N  A  L  H  A  R  B  I



A plugin is a collection of PHP scripts containing a 
group of functions that can be added to a WordPress
website and they can extend functionality or add new 

features to a WordPress website

W H A T  I S  P L U G I N  I N  W O R D P R E S S ?
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Normal WordPress without plugins and themes WordPress with some plugins and themes

W H A T  I S  P L U G I N  I N  W O R D P R E S S ?
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WHY PLUGINS ANALYSIS?
Why we choose WordPress plugins analysis?
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There are 58,253 available plugin right now and 
most of them are free and usually these plugins 
come from the community without any support 

Actually the plugins are the weakest doors

W H Y  P L U G I N S  A N A L Y S I S ?
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Source:  wordfence.com

W H Y  P L U G I N S  A N A L Y S I S ?

H  I  T  M  A  N  A  L  H  A  R  B  I



WHAT IS HOOK IN WORDPRESS?
General information about WordPress hooks
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W H A T  I S  H O O K  I N  W O R D P R E S S ?

H  I  T  M  A  N  A  L  H  A  R  B  I



WordPress hooks allow you to manipulate a procedure 
without modifying any WordPress core files, and the 
primary purpose of hooks is to automatically run a 
function or event, this technique can improve the 

functionality of a theme or plugin.

W H A T  I S  H O O K  I N  W O R D P R E S S ?
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TYPES OF WORDPRESS HOOKS
What are the types of WordPress hooks
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They are designed to give you the ability to modify a 
specific content of a filter hook at the runtime, and 

they return the modified content

Filters

T Y P E S  O F  W O R D P R E S S  H O O K S

H  I  T  M  A  N  A  L  H  A  R  B  I



You can add filters by calling add_filter() function

How to add a filter

T Y P E S  O F  W O R D P R E S S  H O O K S
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found_posts

FILTER EXAMPLE

T Y P E S  O F  W O R D P R E S S  H O O K S
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Filters the number of found posts for the query.



They are designed to give you the ability to execute a 
custom function when specific action hook or events 

occur, and they didn’t return anything

ACTIONS

T Y P E S  O F  W O R D P R E S S  H O O K S
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You can add actions by calling add_action() function

How to add an action

T Y P E S  O F  W O R D P R E S S  H O O K S
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admin_init

ACTION EXAMPLE

T Y P E S  O F  W O R D P R E S S  H O O K S

H  I  T  M  A  N  A  L  H  A  R  B  I

Fires as an admin screen or script is being initialized.



BUILD A SIMPLE PLUGIN using hooks
How to make a simple WordPress plugin using hooks
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We want to create a simple plugin to replace a 
WordPress word to Hackerenv in the post content

B U I L D  A  S I M P L E  P L U G I N  U S I N G  H O O K S

H  I  T  M  A  N  A  L  H  A  R  B  I



Let’s create a new folder in the wp-content/plugins folder with the name we want, 
and we will create a new PHP file inside this folder with the same name

B U I L D  A  S I M P L E  P L U G I N  U S I N G  H O O K S
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We write the plugin’s information in the top of file, after that we added a 
filter hook and link the_content with our custom function that will make 

some text replacements and return the modified content

B U I L D  A  S I M P L E  P L U G I N  U S I N G  H O O K S
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We used the_content hook because it will filter the post’s content

B U I L D  A  S I M P L E  P L U G I N  U S I N G  H O O K S
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Before activate the Hackerenv plugin

B U I L D  A  S I M P L E  P L U G I N  U S I N G  H O O K S
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Let’s go to the plugins section in the admin panel to activate our plugin

B U I L D  A  S I M P L E  P L U G I N  U S I N G  H O O K S
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B U I L D  A  S I M P L E  P L U G I N  U S I N G  H O O K S

Yeaaah, WordPress word changed to Hackerenv

H  I  T  M  A  N  A  L  H  A  R  B  I



B U I L D  A  S I M P L E  P L U G I N  U S I N G  H O O K S

H  I  T  M  A  N  A  L  H  A  R  B  I



BUILD Another PLUGIN?
Let’s make another WordPress plugin
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This time we will create an evil and tiny honeypot

B U I L D  A N O T H E R  P L U G I N ?
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B U I L D  A N O T H E R  P L U G I N ?

We will redirect the attackers to a fake page that
collect information about them when they are trying 

to login by the admin username

H  I  T  M  A  N  A  L  H  A  R  B  I



We added an action hook will be executed when the login failed
and check if  the username input is admin or not 

B U I L D  A N O T H E R  P L U G I N ?
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If  the login failed and the username is admin
then the attacker will get our fake page 

B U I L D  A N O T H E R  P L U G I N ?
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B U I L D  A N O T H E R  P L U G I N ?
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AJAX AND WordPress
What is Ajax and how it used with WordPress
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AJAX is a JavaScript technique that allows a web page to 
fetch some information and present itself without refreshing 

the page, and the idea behind AJAX is to make the web 
page more responsive and interactive. 

A J A X  A N D  W O R D P R E S S
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A J A X  A N D  W O R D P R E S S

Source:  dotnetcurry.com
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AJAX is already used in WordPress’s backend, so in the
wp-admin folder there is already AJAX file called admin-ajax.php,  

so every AJAX request will pass through admin-ajax file

A J A X  A N D  W O R D P R E S S
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Admin-ajax file require a parameter called action
Because it will detect which action by this one

A J A X  A N D  W O R D P R E S S
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A J A X  A N D  W O R D P R E S S

Example of AJAX request come from the WordPress’s backend, it checks the site’s health
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Build a custom ajax action
How to make a custom AJAX action in WordPress
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B U I L D  A  C U S T O M  A J A X  A C T I O N

We can build a custom AJAX action by using an action 
hook called wp_ajax and wp_ajax_nopriv, the first one 
will allow the authenticated user to execute the action 

and the another one for unauthenticated users

H  I  T  M  A  N  A  L  H  A  R  B  I



B U I L D  A  C U S T O M  A J A X  A C T I O N

Source:  wpmudev.com
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B U I L D  A  C U S T O M  A J A X  A C T I O N

Let’s build a hidden backdoor using AJAX

H  I  T  M  A  N  A  L  H  A  R  B  I



B U I L D  A  C U S T O M  A J A X  A C T I O N

We used both wp_ajax and wp_ajax_nopriv hooks, and link it with our backdoor function

H  I  T  M  A  N  A  L  H  A  R  B  I



B U I L D  A  C U S T O M  A J A X  A C T I O N

Now we can execute our backdoor using an AJAX action

H  I  T  M  A  N  A  L  H  A  R  B  I



UNSAFE WORDPRESS FUNCTIONS
Unsafe and harmful WordPress functions
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U N S A F E  W O R D P R E S S  F U N C T I O N S

A lot of developers use this function to check if the user 
is admin or not, but this function doesn’t check if  you are 
admin or not, it only checks if  you are in the admin folder
and it can be bypassed by AJAX actions because admin-

ajax.php is exists in the admin folder

is_admin()

H  I  T  M  A  N  A  L  H  A  R  B  I



U N S A F E  W O R D P R E S S  F U N C T I O N S

This one like the previous one doesn’t check if  you are 
an admin or not and doesn’t check if  you logged to the 

admin panel, it only checks if  you are in the admin 
folder and it works with admin-ajax.php

admin_init hook

H  I  T  M  A  N  A  L  H  A  R  B  I



U N S A F E  W O R D P R E S S  F U N C T I O N S

Those functions doesn’t prevent SQL injection attacks 
because the first one perform a regular SQL query 

and the second one only add slashes

$wpdb->query() and esc_sql

H  I  T  M  A  N  A  L  H  A  R  B  I



U N S A F E  W O R D P R E S S  F U N C T I O N S

There are more like this, read the WordPress docs

H  I  T  M  A  N  A  L  H  A  R  B  I



It’s the time to learn how to analyze WordPress plugins and 
discover some vulnerabilities

H  I  T  M  A  N  A  L  H  A  R  B  I



THE REQUIREMENTS FOR DISCOVERING VULNERABILITIES
What are the requirements for discovering vulnerabilities in WordPress plugins
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T H E  R E Q U I R E M E N T S  F O R  D I S C O V E R I N G  V U L N E R A B I L I T I E S

You need to understand how the WordPress core works 
and the plugins as well, you already know that as we 

mentioned it in the previous slides

1
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T H E  R E Q U I R E M E N T S  F O R  D I S C O V E R I N G  V U L N E R A B I L I T I E S

The ability to understand PHP scripts

2

H  I  T  M  A  N  A  L  H  A  R  B  I



T H E  R E Q U I R E M E N T S  F O R  D I S C O V E R I N G  V U L N E R A B I L I T I E S

Basic understanding of web app attack vectors, theory, 
and practice as well

3
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T H E  R E Q U I R E M E N T S  F O R  D I S C O V E R I N G  V U L N E R A B I L I T I E S

You should have an experience with web proxies tools like 
Burp Suite and text searching/regex matching tools like Grep

4
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CODE ANALYSIS METHODS
What are the methods of code analysis?
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C O D E  A N A L Y S I S  M E T H O D S

In the classic way we will read the code line by line 
starting from the index file until we find a vulnerability

The classic way

H  I  T  M  A  N  A  L  H  A  R  B  I



C O D E  A N A L Y S I S  M E T H O D S

In the gentle way we will search for harmful functions like 
system or exec, then we will try to reach these functions

The gentle way

H  I  T  M  A  N  A  L  H  A  R  B  I



C O D E  A N A L Y S I S  M E T H O D S

In the WordPress way we will search for juicy hooks like 
wp_ajax, then we will analyze the callback of this hook

The WordPress way

H  I  T  M  A  N  A  L  H  A  R  B  I



We will use here the WordPress way, because other methods 
are already known and used by a lot of people and tools

H  I  T  M  A  N  A  L  H  A  R  B  I



SEARCH FOR JUICY HOOKS
Learn how to find the juicy hooks 

H  I  T  M  A  N  A  L  H  A  R  B  I



We will use (wp-content-copy-protector < 3.1.5) plugin

H  I  T  M  A  N  A  L  H  A  R  B  I

S E A R C H  F O R  J U I C Y  H O O K S



S E A R C H  F O R  J U I C Y  H O O K S

We will use grep tool to find hooks by specify 
add_filter, add_action or similar functions

H  I  T  M  A  N  A  L  H  A  R  B  I



S E A R C H  F O R  J U I C Y  H O O K S

grep -r -F --include=“*.php” “do_action(” plugin

H  I  T  M  A  N  A  L  H  A  R  B  I

grep -r -F --include=“*.php” “add_filter(” plugin

grep -r -F --include=“*.php” “apply_filter(” plugin

grep -r -F --include=“*.php” “add_action(” plugin



S E A R C H  F O R  J U I C Y  H O O K S

H  I  T  M  A  N  A  L  H  A  R  B  I

We found a lot of action hooks by grep add_action



S E A R C H  F O R  J U I C Y  H O O K S

A lot of hooks, right? Why not specify juicy hooks?
Like wp_ajax because we can reach it directly by the 

admin-ajax.php file

H  I  T  M  A  N  A  L  H  A  R  B  I



S E A R C H  F O R  J U I C Y  H O O K S

H  I  T  M  A  N  A  L  H  A  R  B  I

grep -r -F --include=“*.php” “wp_ajax(” plugin

If  you have an account on the website, then use this

Or use this if  you don’t have an account

grep -r -F --include=“*.php” “wp_ajax_nopriv(” plugin



S E A R C H  F O R  J U I C Y  H O O K S

H  I  T  M  A  N  A  L  H  A  R  B  I

We used wp_ajax and we found one AJAX action



LET’S ANALYZE THE CALLBACK
Learn how to analyze the callback of a hook

H  I  T  M  A  N  A  L  H  A  R  B  I



L E T ’ S  A N A L Y Z E  T H E  C A L L B A C K

Every hook require a callback to execute some PHP code
That’s mean if  we find a hook that we can reach, then 
we should analyze it and find vulnerabilities in the code

H  I  T  M  A  N  A  L  H  A  R  B  I



L E T ’ S  A N A L Y Z E  T H E  C A L L B A C K

You will see a lot of WordPress functions in the plugin 
files, but that’s won't make any difficulties, you can use 
WordPress Developer website to search about them

H  I  T  M  A  N  A  L  H  A  R  B  I



L E T ’ S  A N A L Y Z E  T H E  C A L L B A C K

H  I  T  M  A  N  A  L  H  A  R  B  I

The callback is the second argument in the add_action function



L E T ’ S  A N A L Y Z E  T H E  C A L L B A C K

H  I  T  M  A  N  A  L  H  A  R  B  I

Some AJAX actions required a security nonce, a security nonce is a unique token
used to prevent CSRF attacks, but as we see this action doesn’t ask for it



L E T ’ S  A N A L Y Z E  T H E  C A L L B A C K

H  I  T  M  A  N  A  L  H  A  R  B  I

The callback allow us to download and install plugins from WordPress website



L E T ’ S  A N A L Y Z E  T H E  C A L L B A C K

That’s mean we can install vulnerable plugins from the 
WordPress website by a low privilege user because 

the callback doesn’t check if  we have an admin 
privilege or not, and the WordPress website allow us 

to download old versions

H  I  T  M  A  N  A  L  H  A  R  B  I



L E T ’ S  A N A L Y Z E  T H E  C A L L B A C K

H  I  T  M  A  N  A  L  H  A  R  B  I

Let’s search for a vulnerable plugin from exploit-db.com to install it on the website



L E T ’ S  A N A L Y Z E  T H E  C A L L B A C K

H  I  T  M  A  N  A  L  H  A  R  B  I

We passed the name of the vulnerable plugin with the version and after that done, installed



L E T ’ S  A N A L Y Z E  T H E  C A L L B A C K

H  I  T  M  A  N  A  L  H  A  R  B  I

Yeaaaaaah, we have exploited the vulnerability to install more vulnerable plugins 



L E T ’ S  A N A L Y Z E  T H E  C A L L B A C K

H  I  T  M  A  N  A  L  H  A  R  B  I



MORE ANALYSIS?
Let’s see more examples

H  I  T  M  A  N  A  L  H  A  R  B  I



M O R E  A N A L Y S I S ?

We will use (JoomSport <= 5.1.5) plugin

H  I  T  M  A  N  A  L  H  A  R  B  I



M O R E  A N A L Y S I S ?

H  I  T  M  A  N  A  L  H  A  R  B  I

We will grep some juicy hooks, and we will check this file



M O R E  A N A L Y S I S ?

H  I  T  M  A  N  A  L  H  A  R  B  I

Let’s analyze the callback of this AJAX action to see if  we can exploit it



M O R E  A N A L Y S I S ?

H  I  T  M  A  N  A  L  H  A  R  B  I

We found unsafe unserialize, we can exploit it by encode some serializations by base64



M O R E  A N A L Y S I S ?

H  I  T  M  A  N  A  L  H  A  R  B  I

Source:  programmersought.com



M O R E  A N A L Y S I S ?

H  I  T  M  A  N  A  L  H  A  R  B  I

We created an example class in another plugin have a magic method called __wakeup 



M O R E  A N A L Y S I S ?

H  I  T  M  A  N  A  L  H  A  R  B  I

We exploited the example class and changed the value of the URL, this called PHP object injection



M O R E  A N A L Y S I S ?
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And we finished, I’ll miss you guys
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Thanks all for watching
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